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Social media use has been mainstream for years now and for that
reason, it is becoming increasingly common for the government to rely
on evidence obtained through social media when investigating and
prosecuting criminal activity.

For example, as | discussed in my column published on July 9, in People
v. Harris, 2012 WL 2533640 (N.Y.City Crim.Ct. 2012), a case arising
from the Occupy Wall Street protests, the prosecution sought access to
data regarding the defendant’s Twitter account. The prosecution
subpoenaed information related to Harris’ Twitter account and the
court held that because his tweets were public, all content requested
pursuant to the subpoena that was more than 180 days old would be
turned over to the prosecution.

Nicole Black

More recently, here in Rochester, the Facebook postings of Megan
Merkel, a woman accused of vehicular manslaughter arising from the death of Heather Boyum, made
headlines after Merkel posted about the incident on her Facebook page mere hours after Boyum’s death.
After the existence of these postings was revealed, the prosecution indicated that it was considering the
possibility of seeking access to Merkel’s Facebook account.

A similar issue arose earlier this month in U.S. v. Meregildon, 2012 WL 3264501 (SDNY Aug. 10). In
Meregildon, the government was investigating its theory that the defendant was involved in illegal gang
activity. As part of its investigation, the government sought access to the contents of the defendant’s
Facebook account. In its application for a search warrant for that purpose, the government established
probable cause by relying on postings made by the defendant to his Facebook page regarding gang-
related activity.

The government obtained access to that information via a cooperating witness who was also a
preexisting Facebook “friend” of the defendant. After the court granted the government’s request, the
defendant challenged the judge’s decision on Fourth Amendment grounds alleging that the government’s
use of the cooperating witness to access his Facebook postings was unlawful.

The Southern District of New York disagreed, concluding that the privacy settings for his Facebook
profile allowed his posts to be disseminated to his “friends,” who were then free to do whatever they
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pleased with that information: “Where Facebook privacy settings allow viewership of postings by
‘friends’ the government may access them through a cooperating witness who is a ‘friend’ without
violating the Fourth Amendment ... While Colon undoubtedly believed that his Facebook profile would
not be shared with law enforcement, he had no justifiable expectation that his ‘friends’ would keep his
profile private.”

The court explained that when the defendant shared his posts with his “friends,” he “surrendered his
expectation of privacy” just as one who sends an email or a letter relinquishes their privacy upon
delivery. Accordingly, the court denied his motion to suppress the evidence seized from his Facebook
account.

So, the lesson to be learned is that evidence gleaned from social media is fair game in criminal
prosecutions. Although there may be issues surrounding the degree of privacy that defendants may have
in particular postings, the more public the postings, the more likely it is that the courts will allow
governmental access. In other words, post at your peril, since you never know when your words will be
used against you.

Nicole Black is VP at MyCaselnc.com, a cloud-based law practice management platform. She is also of
counsel to Fiandach & Fiandach in Rochester and is a GigaOM Pro analyst. She is the author of the ABA
book Cloud Computing for Lawyers, co-authors the ABA book Social Media for Lawyers: the Next
Frontier, and co-authors Criminal Law in New York, a West-Thomson treatise. She speaks regularly at
conferences regarding the intersection of law and technology. She publishes three legal blogs and can

be reached at niki@mycaseinc.com.
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