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I 
n the recent literature on privacy and technology, consid- 
erable attention has been paid to online privacy issues 
and concerns. For example, a number of books and schol- 

arly journal articles, as well as reports in the popular press, 
have examined" the impact of certain online activities involv- 
ing the Internet and the World Wide Web for personal pri- 
vacy. In this essay, I use the expression "online activities" to 
refer to those activities involving both the Web in particular 
and the Internet in general. And I use the tern "Internet" in 
its most generic sense to include protocols such as File Transfer 
Protocol (FTP) and Gopher as well as the Web (HTTP). 
Our concern in this study is with privacy issues arising from 
online activities involving any of these Internet protocols. 
Note, however, that we will not be concerned with privacy 
issues peculiar to privately owned computer systems and 
networks (such as privacy issues involving employee email). 
Nor will we be concerned with privacy issues involving the 
use of digital telephony, including devices such as cell phones. 
Instead, we will limit our analysis of privacy issues to those 
concerns arising from certain user activities involving Internet 
resources. 

One interesting question to considermand one that is 
often overlooked in the contemporary privacy literature-- 
is: To what extent has the Internet itself generated new pri- 
vacy issues, and to what extent has it merely exacerbated 
existing ones? It will be argued that in most cases, the pri- 
vacy issues frequently associated with the Internet are issues 
which have their genesis in technologies that predate the 
Internet. It will also be shown, however, that at least two of 
the privacy issues currently associated with the Internet are 
such that they would not have arisen without the availability 
of certain Internet tools and techniques. Issues of the latter 
type are labeled Internet-specific and are contrasted with 
Internet-enhanced privacy issues. Another interesting, and 
perhaps more important, question is: How can we best re- 
solve Internet-related privacy issues, regardless of whether 
such issues are unique to, or merely exacerbated by, Internet 
technology? In the final section of this study, we consider 
some policy proposals recently put forth to address current 

online privacy issues involving certain Internet activities. We 
begin our study with a brief look at the concept of privacy. 

The Concept of Privacy 

Privacy is a concept that is neither clearly understood nor 
easily defined. We often hear remarks to the effect that one's 
privacy has been "lost," "diminished," "intruded upon," "in- 
vaded," "violated," "breached," and so forth. Each of these 
descriptions, in turn, reflects the insights and biases of one 
or more models or theories of privacy. For example, some 
theories see privacy as an "all-or-nothing" concept--i.e.,  
privacy is something that one either has (totally) or does not 
have. Other theories view privacy as something that can be 
diminished, e.g., as a repository of information possessed 
by an individual, which can be eroded gradually. Still others 
see privacy in terms of a spatial metaphor such as a zone that 
can be intruded upon or invaded by individuals and organi- 
zations. And other theories view privacy in terms of confi- 
dentiality that can be violated, or trust that can be breached. 
There are several interesting theories or models of privacy 
that either directly correspond to, or approximately fit, one 
or more of the metaphors described above. Elsewhere (see 
Tavani 1999c), I have critically reviewed and analyzed vari- 
ous philosophical and legal theories of privacy. However, I 
will not repeat that discussion here, since our primary ob- 
jective in this work is to examine specific online privacy 
issues and policy proposals. 

It is perhaps worth noting that at least some authors be- 
lieve that it is more useful to view privacy as either a pre- 
sumed or a stipulated interest that individuals have with re- 
spect to protecting personal information, personal property, 
or personal space than to think about privacy as a moral or 
legal right. For example, Posner (1978) has suggested that 
privacy can be viewed in terms of an economic interest and 
that information about individuals might be thought of in 
terms of personal property that could be bought and sold in 
the commercial sphere. Clarke (1999) has recently suggested 
that privacy can be thought of as an "interest individuals 
have in sustaining personal space free from interference by 

t Major portions of this essay are extracted from "Privacy and Security," Chap. 4 in InternetEthics (ed. D. Langford). London, UK: Macmillan 
Press, forthcoming (December 1999). I am grateful to Macmillan Press for permission to reprint that material in the present essay. 
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other people and organizations." Many Western European 
nations have preferred to approach issues related to indi- 
vidual privacy as issues of "data protection" for individu- 
als-i.e., as an interest in protecting personal information-- 
rather than in terms of a normative concept that needs philo- 
sophical analysis. In the U.S., on the other hand, discus- 
sions involving the concept of privacy as a legal right are 
rooted in extensive legal and philosophical argumentation, 
including debate in both Constitutional and tort law. How- 
ever, as stated in the preceding paragraph, our concern in 
this study is not in examining privacy theories; nor is it in 
determining whether privacy is a right--moral, legal, or oth- 
erwise. Rather, our aim is to consider some specific online- 
privacy issues as well as some specific policy proposals for 
addressing those issues. 

How is Privacy Threatened by Internet Activities? 
A number of recent U.S. studies and surveys suggest that 
online users are very concerned about their privacy while 
engaged in activities on the Internet. According to a study 
conducted by the Boston Consulting Group in 1997 (cited 
in Wright and Kakalik, 1997), over 70% of 9,300 users re- 
sponded in an online survey that they were "more concerned 
about privacy on the Internet" than they were about privacy 
threats from any other medium. A recent survey conducted 
by Business Week/Harris survey (cited in Benassi, 1999) 
indicated that privacy is the "number one consumer issue"-- 
ahead of ease of use, spare, security, and cost--facing the 
Internet. Wang, Lee, and Wang (1998), who cite a recent 
survey undertaken by Equifax and Harris Associates which 
determined that over two-thirds of online consumers sur- 
veyed are very concerned about their privacy on the Internet, 
believe that the most crucial issue currently facing the emerg- 
ing e-commerce market is the "fear and distrust regarding 
loss of personal privacy." 

Some authors now use the expression "Internet privacy" 
to refer to privacy concerns associated with activities involv- 
ing the Internet (see, for example, Cranor, 1999). The use of 
such an expression might cause us to ask whether we need a 
separate category of privacy called "Internet privacy." To 
answer this question, we should determine whether any--  
and if so, which--privacy threats currently associated with 
the Internet are uniquely attributable to that medium. How- 
ever, even if it is determined that some privacy issues are 
indeed unique or even special to the Internet, we can still 
consider whether such privacy issues might be adequately 
handled under certain existing categories of privacy. A brief 
look at some of those categories would perhaps be useful. 

Two Categories of Privacy 
Some authors draw a distinction between information pri- 
vacy and communications privacy (see, for example, Johnson 
and Nissenbaum, 1995; and Regan, 1995). Johnson and 
Nissenbaum differentiate information- or database-privacy 

issues from issues in communications privacy by placing in 
the latter category the set of privacy concerns related to tech- 
nologies such as electronic surveillance, encryption, email, 
and digital telephony. Information privacy issues, on the other 
hand, include those associated with personal information 
contained in large databases. On this two-fold distinction, it 
might seem that privacy issues related to the Internet would 
fall under communications privacy. After all, the Internet is 
among other things a communications medium. 

Although certain activities on the Internet have raised 
privacy concerns that would seem to fall under the heading 
of communication privacy, other Internet activities have 
raised privacy concerns that seem more closely related to 
information privacy. For example, concerns regarding 
Internet access to personal information that resides in data- 
bases have also been raised. So it would seem that Johnson 
and Nissenbaum's distinction, which generally works very 
well in parceling out pre-Internet privacy issues into two 
useful categories, will not help us to sort out Internet-related 
privacy issues from those privacy issues associated with ear- 
lier technologies. It might also seem that because there is no 
easy way to differentiate these privacy issues, a separate 
"Internet privacy" category is needed. Of  course, we have 
not yet determined whether any privacy issues currently as- 
sociated with the Internet are qualitatively or even signifi- 
cantly different from pre-Internet privacy concerns. In de- 
ciding whether a separate privacy category is warranted, then, 
it would be useful to contrast certain Internet and pre-Internet 
privacy concerns. 

Privacy Threats Involving Pre-Internet 7}chnologies 
First, we should note the obvious but relevant point that 
concerns about personal privacy existed long before the era 
of the Internet. For that matter, they existed long before the 
advent of either modern information or communications 
technologies. Prior to the computer era, for example, cer- 
tain uses of technologies such as the camera and the tele- 
phone raised concerns about personal privacy. Earlier forms 
of record keeping also raised privacy concerns. Since pri- 
vacy controversies regarding the use of technology to collect 
and communicate personal data predate the Internet era, it 
might seem that there is nothing at all new with respect to 
the privacy issues currently associated with the Internet. For 
example, it might appear that Internet technologies have 
merely intensified the debate over concerns already intro- 
duced by the use of earlier information and communica- 
tions technologies. However, even if certain privacy con- 
cerns currently identified with the Internet were introduced 
in certain pre-Internet technologies, we should not underes- 
timate the magnitude of the impact that the Internet itself 
has had for personal privacy. And more importantly, we should 
not infer, based on what we have seen thus far, that no new 
or special privacy threats have been introduced by the use of 
Internet tools and resources. 
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Activities on the Internet have contributed to the ongo- 
ing privacy-and-computers debate in at least two ways. First, 
the Internet has made it possible for certain existing privacy 
threats to occur on a scale that would not have been pos- 
sible, i.e., in a practical sense, with pre-Internet technolo- 
gies. This set of privacy concerns, while not original to the 
Internet, can be said to be enhanced by the Internet. Sec- 
ondly, it has made possible, by virtue of certain tools and 
techniques unique to the Internet itself, specific privacy threats 
that were not possible with earlier information and commu- 
nications technologies. These latter privacy concerns could 
be said to be specific to the Internet. We next consider both 
kinds of concerns, which we shall henceforth refer to as 
Internet-specific and Internet-enhanced privacy concerns, be- 
ginning with an analysis of the latter. 

Internet-Enhanced Privacy Threats 
Privacy concerns which may have arisen because of certain 
uses of earlier information and communications technolo- 
gies, but which are now also inextricably associated with and 
exacerbated by the Internet, can be analyzed under two gen- 
eral headings: (i) dataveillance and data gathering, and (ii) 
data exchange and data mining. 

Dataveillance and Data-Gathering Activities on the Internet 

Some authors suggest that the Internet can be viewed as a 
new "surveillance medium." Clarke (1988) uses the term 
dataveillance to refer to the systematic use of systems, which 
would include the Internet, in the "monitoring of people's 
actions or communications." As noted earlier, privacy is- 
sues related to surveillance and data-monitoring (as well as 
data-gathering) techniques are hardly new to the Internet. 
Nonetheless, concerns over surveillance have, in more re- 
cent times, been aggravated by certain Internet activities. 
And because of its surveillance and data-recording capabili- 
ties, many privacy advocates believe that the Internet poses 
a threat to privacy on a scale that could not have been real- 
ized in the pre-Internet era. 

In the early days of computing, when computers were 
owned and operated mostly by large public agencies, it was 
feared that strong centralized governments would be able to 
monitor the day-to-day activities of their citizens. Today, 
however, the threat of surveillance comes not so much from 
governments and their agencies, at least not in Western demo- 
cratic societies, as it does from surveillance by online busi- 
nesses and corporations in the private sector who can now 
monitor the activities of persons who visits their Web sites, 
determine how frequently those persons visit particular sites, 
and draw conclusions about which preferences those visitors 
have when accessing a certain site. Even the number of 
"clickstreams"--key strokes and mouse clicks--entered by 
a Web site visitor can be monitored and recorded. 

Data about Internet users can be gathered either directly 
or indirectly from their online activities. One direct method 

of information gathering involves the use of Lkb J~rms, a 
data-gathering mechanism into which Web users enter in- 
formation online. Forms technology, often used to collect 
information about Web visitors (such as a user's name and 
address) can, as Kotz (1998) notes, also be used to track the 
sequence of pages one visits within a given Web site. For the 
most part, the use of Web forms would seem to be 
uncontroversial since online users voluntary submit the re- 
quested information. However, information gained from 
forms can be combined with other directly gathered infor- 
mation, such as information about the items a user pur- 
chases online, and can then be combined with online infor- 
mation about individuals that is gathered indirectly. One 
indirect method for gathering personal information involves 
the use of Internet server log files. Kotz points out that be- 
cause Web browsers transmit certain kinds of data to a Web 
server, such as the Internet address of the user's computer 
system as well as the brand name and version number of the 
user's Web browser and operating system software, Internet 
server logs can be used to gather personal data in an indirect 
manner. Information gathered indirectly from server logs 
can also be combined with information gained directly from 
Web forms, which can then eventually be used by advertis- 
ing agencies to target specific individuals. 

Although Web forms and Internet server logs can be used 
in ways that pose significant threats to the privacy of Internet 
users, it is worth noting that neither of these two technolo- 
gies is unique to the Internet since the development and use 
of both technologies predates the Internet era. However, the 
scale on which dataveillance and data gathering can now be 
carried out on the Internet has increased dramatically be- 
cause of the use of forms- and server-log technologies. 

Data-Exchanging and Data-Mining Activities on the Internet 

Whereas the dataveillance and data-gathering tools described 
in the preceding section are used mainly to monitor and 
record activities of online users, other tools are used to ex- 
change that data across databases accessible the Internet. 
This exchange of online personal information often involves 
the sale of personal data to third parties, which has resulted 
in commercial profits for certain online entrepreneurs, of- 
ten without the knowledge and consent of individuals about 
whom the data is exchanged. 

Techniques for exchanging personal data online are hardly 
new to the Internet. Data-exchange techniques such as the 
merging (see Tavani, 1996a) and matching (see, Tavani, 
1996b) of electronic records stored in databases occurred 
before the arrival of the Internet. However, Internet technol- 
ogy has facilitated the exchange of online personal informa- 
tion at a rate that was not possible in the pre-lnternet era. In 
response to earlier data-exchange practices involving privately 
owned computer networks, certain privacy laws and data- 
protection guidelines have been enacted and implemented. 
These laws and principles, which specifically address the 
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exchange of personal information between databases in pri- 
vately owned computer networks, might also seem by exten- 
sion to apply to the exchange of personal data on the Internet 
as well. 

Although earlier privacy legislation involving the exchange 
of personal information in databases have centered mainly 
on the transfer of such information between databases in 
computer networks, some recent privacy concerns have arisen 
because of the kind of personal information that can now be 
extracted or "mined" from within a single database. These 
concerns arise from the use of a certain technique com- 
monly referred to as data mining. Data-mining technology, 
which combines research in artificial intelligence (AI) and 
pattern recognition, is defined by Cavoukian (1998) as a 
"set of automated techniques used to extract buried or previ- 
ously unknown pieces of information from large databases." 
Using data-mining techniques, it is possible to unearth pat- 
terns and relationships, which were previously unknown, and 
to use this "new" informationui.e.,  new "facts" and rela- 
tionships in the data-- to  make decisions and forecasts. 
Through the use of data-mining algorithms, individual pieces 
of data about an online user's activities, which in themselves 
might seem innocuous, can be recorded, combined, and re- 
combined in ways to construct profiles of individuals. More- 
over, the profiles or groups in which individuals end up may 
be ones that are not at all obvious to those individuals. As a 
result of data-mining applications, for example, an individual 
might eventually discover that he or she belongs to some 
consumer category or some "risk group," the existence of 
which he or she had been previously unaware (see Tavani, 
1998a, 1998b). 

The mining of personal data in the pre-Internet era, which 
depended on the use of large commercial databases called 
data warehouses to store the data, focused mainly on transac- 
tional information. Personal data mined from the Internet, 
however, need not be (and frequently is not) transactional. 
For example, information typically included in and mined 
from personal Web pages, as well as noncommercial Web 
sites, is nontransactional. Because of Internet commerce, 
however, much transactional information can now also be 
gained from the Web as well. When an individual orders a 
book from Amazon.corn (an online book store), for instance, 
transactional information is recorded about the purchase, 
and information about that particular transaction can be (and 
frequently is) used for future business decisions. What dis- 
tinguishes the Internet as a mining resource from the large 
databases or data warehouses used in data mining, however, 
is the vast amount of nontransactional, personal information 
currently available for mining on the Internet. 

Cavoukian (1998), who points out that one of the pur- 
poses of data mining is to "map the unexplored terrain of the 
Internet," notes that the Internet is becoming an "emerging 
frontier for data mining." She also notes that with access to 
an Internet server, it is possible to FTP (file transfer proto- 

col) the data from the client's server and then conduct vari- 
ous data mining activities. Fulda (1998) points out that be- 
cause data-mining software employs certain AI techniques, 
it can "learn" about the Web by coming to understand the 
content associated with common HTML tags. Eisenberg 
(1996) notes that intelligent agents can "sift through" the po- 
tential wealth of data on the Internet, and O. Etzioni (1996) 
describes the use of "learning techniques" or systems such as 
sofibots (intelligent software robots or agents that use tools 
on a person's behalf) and metasearch engines (such as 
MetaCrawler and Ahoy) to uncover general patterns at indi- 
vidual Web sites and across multiple Web sites. So data- 
mining techniques that previously raised privacy concerns 
only at the database or data-warehouse level now raise con- 
cerns on the Internet as well. 

Although data-mining technology is currently used on the 
Internet, we have also seen that the use of that technology 
predates the Internet era. So in this sense, privacy issues 
associated with data mining on the Internet are similar in 
kind to privacy concerns associated with Web forms and 
Internet server log files. Like the privacy concerns raised by 
the use of the latter tools, concerns raised by data-mining 
technology are not unique to the Internet. Instead, they are 
instances of what we have earlier identified as Internet-en- 
hanced privacy concerns. 

Internet-Specific Privacy Threats 
We next examine privacy issues that are specific to, rather 
than merely enhanced by, activities on the Internet. Privacy 
concerns that are attributable to tools and techniques pro- 
vided by the Internet itself, which we described earlier as 
"Internet-specific" concerns, arise mainly from the use of 
two new types of online tools. One technique involves the 
gathering of personal data from users who visit certain Web 
sites, whereas the other tool can be used to locate informa- 
tion about persons via the Internet. 

Internet Cookies 
Through the use of a data-gathering technique called Internet 
cookies, online businesses and Web-site owners can store 
and retrieve information about a user who visits their Web 
sites, typically without that user's knowledge o r  consent. 
Cookies technology has generated considerable controversy, 
in large part, because of the novel way in which certain in- 
formation about Internet users can be collected and stored. 
Information about an individual's online browsing prefer- 
ences can be "captured" while that user is visiting a Web 
site, and then stored on a file placed on the hard drive of the 
user's computer system. The information can then be re- 
trieved from the user's system and resubmitted to a Web site 
the next time the user accesses that site. Cookies technology 
is the only data-gathering technique that actually stores the 
data it gathers about a user on the user's computer system. 
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It is perhaps important to note that owners and opera- 
tors of one Web site cannot access cookies-related informa- 
tion pertaining to a user's activities on another Web site. 
However, information about a user's activities on different 
Web sites can, under certain circumstances, be gathered and 
compiled by online advertising agencies. For example, online 
advertising agencies such as DoubleClick.net, who pay to 
place advertisements on Web sites, include a link from a 
host site's Web page to the advertising agency's URL. So 
when a user accesses a Web page that contains an advertise- 
ment from DoubleClick.net, a cookie is sent to the user's 
system not only from the requested Web site but also from 
that online advertising agency. The advertising agency can 
then retrieve the cookie from the user's system and use the 
information it acquires about that user in its marketing ad- 
vertisements. The agency can also acquire information about 
that user from cookies retrieved from other Web sites the 
user has visited, assuming that the agency advertises on those 
sites as well. The information can then be combined and 
cross-referenced in ways which enable a marketing profile of 
that user's online activities to be constructed and used in 
more direct advertisements. 

Several privacy advocates have argued that because cook- 
ies technology involves the monitoring and recording of a 
user's activities while visiting Web sites (without informing 
the user) as well as the subsequent downloading of that infor- 
mation onto a user's computer system, that technology vio- 
lates the user's privacy. Defenders of cookies, who are usu- 
ally owners of online businesses and Web sites, maintain 
that they are performing a service for repeat users of a Web 
site by customizing a user's means of information retrieval 
and by providing the user with a list of preferences for future 
visits to that Web site. Despite any alleged advantages pro- 
vided by cookies to users who frequently visit one or more 
Web sites, most users surveyed indicated that they are more 
concerned about not losing their privacy while visiting Web 
sites than they are with gaining customized retrieval prefer- 
ences for their favorite sites. According to a 1996 Equifax/ 
Harris Internet Consumer Privacy Survey (cited in Wright 
and Kakalik 1997), 64% of respondents believed that pro- 
viders of on-line services and Web sites should not be able to 
track users' activities on the Internet, including the Web sites 
they visit, regardless of whether that information is eventu- 
ally used by online advertisers. 

It should be noted that in the newer versions of most 
Web browsers, users have an option to "disable" cookies. 
With that capability, users can either opt-in or opt-out of 
cookies, assuming that they are aware of cookies technology 
and assuming that they know how to enable/disable that tech- 
nology through their Web browsers. So it would seem that 
many users now have more control over whether or not to 
accept cookies. Nonetheless, cookies technology continues 
to remain a point of contention for many privacy advocates. 
Because the privacy concerns raised by cookies are unique 

to Internet technology, and thus did not exist prior to the 
Internet, these particular concerns can be categorized as 
Internet-specific privacy issues. 

Internet Search Engines 

Internet technology has also provided tools that support new 
techniques for locating and retrieving information about 
persons. Wright and Kakalik (1997) note that a certain kind 
of information about individuals, which was once difficult 
to find and even more difficult to cross-reference, is now 
readily accessible and collectible through the use of auto- 
mated search facilities on the Internet. These facilities are 
called Internet search engines. Included in the list of poten- 
tial topics on which search-engine users can inquire is infor- 
mation about individual persons. By entering the name of an 
individual in the search-engine program's entry box, search 
engine users can potentially retrieve information about that 
individual. However, because an individual may be unaware 
that his or her name is among those included in a search- 
engine database, or because he or she might be altogether 
unfamiliar with search-engine programs and their ability to 
retrieve information about persons, questions concerning 
the implications of search engines for personal privacy have 
been raised (see Tavani, 1997). As in the case of privacy 
concerns associated with Internet cookies, privacy issues 
involving search engines did not exist prior to the Internet 
era. 

A search for a person's name will often return the ad- 
dresses of Web pages written by that person or the addresses 
of Web sites that include information about that person. 
Kotz (1998) points out that since many email-discussion lists 
are stored and archived on Web pages, it is possible for a 
search engine to locate information that users contribute to 
electronic mailing lists or listservers. Search engines can also 
search through archives of news groups, such as Usenet, on 
which online users also post and retrieve information. One 
such group, DejaNews, is set up to save permanent copies 
of new postings and thus provides search engines with a 
comprehensive searchable database. DejaNews also provides 
"author profiles" which include links to all of the online ar- 
ticles posted by a particular person. Because the various news 
groups contain links to information posted by a person, they 
can provide search-engine users with considerable insight 
into that person's interests and activities. 

It could be argued that information currently available 
on the Internet, including information about individual per- 
sons, is, by virtue of its residing on the Internet, public in- 
formation. We can, of course, question whether all of the 
information currently available to Internet users should be 
viewed as public information. The following scenario (see 
Tavani, 1997) may cause us to question whether at least some 
information about individual persons, such as personal in- 
formation stored on a Web server or in a database that is 
accessible to Internet users, should be viewed as public in- 
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formation. Consider a case in which an individual contrib- 
utes to a cause sponsored by a homosexual organization. 
That individual's contribution is later acknowledged in the 
organization's newsletter (a hardcopy publication that has a 
limited distribution). The organization's publications, includ- 
ing its newsletter, are then converted to electronic format 
and included on the organization's Internet Web site. The 
Web-site is "discovered" by a search-engine program and an 
entry about that site's address is recorded in the search engine's 
database. Suppose that you enter this individual's name in 
the entry box of a search-engine program and a "hit" results, 
identifying that person with a certain homosexual organiza- 
tion. Since the individual in question might have no idea 
that such publicly available information about his or her ac- 
tivities exists in a database or on a server accessible to Internet 
search-engine programs, or have no control over how that 
information is subsequently used, the use of search-engine 
technology in this case could indeed raise privacy concerns 
for that individual. 

Some Proposals for an Online-Privacy Policy 
Regardless of whether the above online-privacy issues are 
labeled Internet-specific or Internet-enhanced, the level of 
controversy that has recently been generated by these issues 
is such that an online-privacy polic)~ or perhaps even a set of 
online-privacy policies, is clearly needed. Numerous pro- 
posals that address privacy concerns involving activities on 
the Internet have recently been put forth. Some proposals 
call for stricter privacy laws on the part of governments and 
for the formation of privacy oversight commissions to en- 
force those laws. Others call for more serious self-regulatory 
measures by those in the commercial sector. Still other pro- 
posals call for technological solutions through the use of pri- 
vacy-enhancing tools by Internet users. We begin with a look 
at proposals involving privacy-enhancing technologies. 

Privacy-Enhancing ~chnologies and Industry Sel~Regulation 
Initiatives 
A number of tools and techniques for enhancing individual 
privacy are currently available to Internet users. One type of 
application allows online users to be anonymous while they 
interact with the Internet. Certain "anonymizing" programs 
provide online users with a considerable degree of anonym- 
ity in so fat as they make it extremely difficult to identify 
individual users by linking the Internet activities of those 
users to a particular Internet (or IP) address. Although many 
privacy advocates have championed the use of anonymity 
programs because they allow for greater privacy for online 
users, it must be also be noted that these tools have raised 
concerns for security on the Internet. Since anonymity tools 
also make it difficult to identify and trace the activities of 
those individuals who engaged in unauthorized activities on 
the Internet, some government agencies and law enforce- 
ment organizations have been critical of these tools. 

One of the best known anonymity tools is a program 
called the Anonymizer (www.anonomizer.com). It is impor- 
tant to note, however, that although Anonymizer users enjoy 
anonymity while visiting Web sites, they are not anonymous 
to the Anonymizer itself or to their Internet Service Provid- 
ers (ISPs). As we saw earlier in the section on Internet data- 
gathering tools, most users' activities on Web sites are re- 
corded in server log files and thus, in certain cases, can be 
traced back to a specific ISP or IP. To enjoy complete ano- 
nymity on the Internet, online users need tools that do not 
require them to place their trust in a single "third party." 
Two currently available anonymity programs that do not re- 
quire such trust are Crowds and Onion Routing. Crowds is 
an anonymity tool based on the idea that people can be anony- 
mous when they "blend into a crowd." When Crowds users 
submit a request such as the URL of a certain Web site, the 
request is sent to a "randomly selected member of their 
crowd." So neither the server at the end of the destination 
(e.g., a particular Web site) nor any member of the "crowd" 
can determine where the request originated (see Reiter and 
Rubin, 1999). A slightly different solution to the problem of 
needing to trust in a third party is offered by the Onion 
Router program, through which users submit encrypted re- 
quests. An "onion"--i.e., a "layered data structure" that speci- 
fies cryptographic algorithms and keys--is sent to the in- 
tended recipient. On this scheme, one "layer of encryption" 
is removed according to the "recipe" contained in the on- 
ion, as the data passes between each onion-router along the 
way. Only the IP address of the last onion-touter on the path 
is revealed to the requested Web site (see Goldschlag, Reed, 
and Syverson, 1999). 

While anonymity programs are useful for Internet activi- 
ties in which users have neither a need nor a desire to be 
identified, they are not useful for certain online activities 
which require identification of users. For example, when 
Internet users wish to make online purchases, they often 
need to provide some identifying information. To attract 
online consumers who might be inclined to avoid e-com- 
merce activities because of privacy worries, many online 
entrepreneurs have supported the need for a set of Internet- 
wide privacy standards. The World Wide Web Consortium 
(W3C), an international industry consortium, was commis- 
sioned to provide these standards. In 1997, W3C announced 
its Platform for Privacy Preferences (P3P), a standard through 
which Internet users would be able to specify their own indi- 
vidualized Web privacy preferences. For example, users would 
be able to enter their privacy preferences into their Web 
browsers, choosing from a range of options. Users would 
also have the ability to change their privacy preferences each 
time they accessed a Web site. On the P3P standard, data 
exchange between a user and Web site would occur only 
when a user's indicated privacy preferences match that Web 
site's stated privacy policy. Although W3C was charged with 
establishing privacy standards on the Web, it was not set up 
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to enforce the actual protection of personal data. Thus, addi- 
tional measures are needed to assure users that any personal 
information that they release to a Web site will be used only 
in the ways they had specified. Various technologies, some- 
times referred to as "negotiation agents" and "trust engines" 
have been developed to assist users in this process. 

One industry-backed privacy initiative, called TRUSTe 
(www.trustee.org), which is self-regulatory in nature, was 
designed to ensure that Web sites would indeed adhere to 
the privacy policies they advertise. TRUSTe uses a branded 
system of "trustmarks" (graphic symbols) which represent a 
Web site's privacy policy regarding its use of personal infor- 
mation. Trustmarks provide consumers with the assurance 
that a Web site's privacy practices accurately reflect its stated 
policies, and online users are assured that there will be an 
audit of the Web site and a means of recourse for them if the 
Web site does not abide by its stated policies (see Benassi, 
1999). Any Web site which bears the TRUSTe mark must 
satisfy several conditions regarding the disclosure of per- 
sonal information about users who visit that site. Wright and 
Kakalik (1997) point out that such a Web site must also 
clearly explain in advance its general information-collecting 
practices, including which personally identifiable data will 
be collected, what the information will be used for, and with 
whom the information will be shared. In addition, the Web 
site must disclose whether the user will be able to correct 
and update personally identifiable information, and whether 
the user information will be removed from that Web site's 
database upon request. 

Critics point out that the practical application of TRUSTe 
and similar tools may prove difficult. For example, certain 
critics worry that the amount of information users are re- 
quired to provide may discourage some users from carefully 
reading and thus adequately understanding what is expected 
from them. Other critics point out that the various "warn- 
ings" these tools display may appear "unfriendly" and thus 
work against the ideal of easy Web site access and use. They 
also note that, unfortunately, "friendlier" trustmarks or graphic 
icons might result in online users being supplied with less 
direct information that is important to protecting their pri- 
vacy. Despite the concerns raised by critics, advocates of 
tools such as TRUSTe argue that since online users will be 
better able to make informed choices regarding online trans- 
actions, including electronic purchases, those users would 
clearly benefit from programs like TRUSTe. Certain critics, 
however, worry that such programs do not go far enough, 
and some argue that what is also needed is stronger privacy 
legislation and enforcement of privacy laws. 

Privacy Legislation and Data-Protection Principles 
In response to recent concerns about privacy concerns on 
the Internet, some nations have recently passed or are cur- 
rently in the process of seriously considering strong privacy 
legislation. The U.S., however, has not been at the forefront 

of this movement. In 1974 the U.S. Congress passed the 
Privacy Act, which has been frequently criticized for con- 
taining far too many loopholes and for lacking adequate pro- 
visions for enforcement. This Act is also restricted in its 
application to records in federal agencies and thus is not 
applicable in the private sector. Subsequent privacy legisla- 
tion in the U.S. has resulted in a "patchwork" of individual 
state and federal laws that are neither systematic nor coher- 
ent. Generally, the U.S. government has resisted requests 
from the public'for stronger privacy laws, siding instead with 
various business interests in the private sector whose con- 
cerns are based on a belief that such legislation would under- 
mine economic efficiency and thus adversely impact the overall 
U.S. economy. Critics point out, however, that many of those 
U.S. businesses who also have subsidiary companies or sepa- 
rate business operations in countries with strong privacy laws 
and regulations, such as nations in Western Europe, have 
found little difficulty in complying with the privacy laws of 
the host countries, and that profits for those American-owned 
companies have not suffered because of their compliance. 
In any event, there is now increased pressure on the U.S. 
government to enact stricter privacy laws and on American 
businesses to adopt stricter privacy polices and practices 
because of global e-commerce pressures, especially from 
Canada and the European Union. 

Many European nations have, through the implementa- 
tion of strict data-protection principles, been far more ag- 
gressive than the U.S. in addressing privacy concerns of in- 
dividuals. In 1980, most Western European nations signed 
on to the Organization for Economic Cooperation and De- 
velopment (OECD) Principles, and in the early 1990s the 
European community began to consider proposals for syn- 
thesizing the data-protection laws of the individual Euro- 
pean nations. The European Community has recently insti- 
tuted a series of directives, including EU Directive 95/461 
EC of the European Parliament and of the Council of Eu- 
rope of 24 October 1995, which protects the personal data 
of its citizens by prohibiting the transborder flow of such 
data to countries that lack "adequate" protection of personal 
data. As in the case of Canada, which has set up privacy 
oversight agencies with a Privacy Commissioner in each of 
its provinces, many European countries have also established 
data-protection agencies to enforce data-protection laws. 

Two Comprehensive Proposals 

We have seen some of the strengths and limitations of pri- 
vacy legislation and data-protection principles, industry self- 
regulation initiatives, and privacy-enhancing technologies as 
separate or distinct online-privacy proposals. Although each 
type of proposal seems to offer an important corrective mea- 
sure, none by itself seems fully adequate. Perhaps, then, some 
combination of these individual solutions can be integrated 
into a more comprehensive and robust privacy policy for the 
Internet. Clarke (1999) and Wang, Lee, and Wang (1998) 
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have recently suggested some possible ways of combining 
the individual pieces. Arguing for a "co-regulatory" model, 
Clarke believes that a successful online-privacy policy must 
include strong legislation, a privacy oversight commission, 
and industry self-regulation, and that these provisions must 
also be accompanied by privacy-enhancing technologies that 
individuals can use to ensure their privacy. He further be- 
lieves that a "privacy watchdog agency" and sanctions are 
also both needed for the overall privacy scheme to work. 

Wang, Lee, and Wang also suggest that governments, 
businesses, and individuals each have a key role to play in 
any successful privacy policy. For example, the role of gov- 
ernment would be to promote strong privacy laws in both 
the public and private sectors, to establish independent pri- 
vacy commissions to oversee the implementation and en- 
forcement of those laws, and to educate the public about 
privacy issues. Whereas businesses would be responsible for 
promoting self-regulation for fair information practices and 
for educating consumers about their online-privacy policies, 
individuals themselves would be responsible for using pri- 
vacy-enhancing technologies and security tools. The authors 
admit, however, that developing an adequate privacy policy 
for the Internet is "one of the most challenging public policy 
issues of the information age." 

It must be noted that not everyone agrees that stronger 
privacy-protection policies are needed. In fact, some argue 
that we have already moved too far in the direction of pri- 
vacy protection, and that as a result we are in danger of 
jeopardizing the interests of the larger public good (see, for 
example, A. Etzioni, 1999). From what we have seen thus 
far in our analysis of certain activities involving the Internet, 
however, it would seem that a comprehensive policy similar 
to the models proposed by Clarke and by Wang, Lee, and 
Wang are clearly needed to ensure adequate privacy protec- 
tion for individuals who engage in Internet activities. 

Concluding Remarks 
We conclude this study with some thoughts on how the com- 
peting parties and interests in the current privacy debate 
might be able to reach a solution that is satisfactory to those 
on both sides. A standard way of framing the debate over 
interests involving individual privacy and the implementa- 
tion of a new technology has been in terms of a need to 
balance competing interests (see, for example, Johnson 1994). 
Because of recent activities on the Internet, some believe 
that there is an urgent need to balance the privacy interests 
of individuals against the economic interests of online busi- 
nesses as well as against the interests of the greater public 
good--i.e., to balance the interests of those groups (e.g., 
government agencies and corporations) who claim to have a 
legitimate need for information about individuals against the 
needs or rights of those individuals about whom the infor- 
mation is collected. Others, however, believe that simply 

using a balancing scheme based on the tradeoff of interests 
involving the individual good vs. the larger social good misses 
an important point, because such a decision procedure fails 
to take into account the significance of privacy as a social (as 
well as an individual) value. 

Regan (1995) and Blanchette and Johnson (1998) note 
that when we flame the debate simply in terms of how to 
balance privacy interests as an individual good against inter- 
ests involving the larger social good, support for those inter- 
ests believed to benefit the latter good will generally override 
concerns regarding individual privacy. For example, if evi- 
dence were put forth to show that the use of a certain Internet 
technology would increase the number of jobs in a commu- 
nity or would raise that community's standard of living, then 
a decision to use that technology would likely be perceived 
as yielding a greater overall good than would a decision to 
forgo that technology for the sake of protecting the privacy 
of individuals. If, however, privacy is understood not merely 
as a value involving the good of individuals but as one that 
also contributes to the broader social good--i.e.,  a value 
that is essential for democracy and freedom--then concerns 
for individual privacy might have a greater chance of receiv- 
ing the kinds of consideration they deserve in those debates 
involving the balancing of competing interests. Keeping in 
mind this understanding of the importance of privacy for 
our social institutions and human values, it would seem that 
in future debates involving privacy and the Internet, espe- 
cially in those nations where strong democratic institutions 
are valued, there are good reasons to proceed from a posi- 
tion that DeCew (1997) and others describe as a "presump- 
tion in favor of privacy." 

Throughout this essay, there has been a presumption on 
my part that privacy is a positive value which is worth pro- 
tecting. Essentially, I agree with DeCew (1997) that we should 
presume in favor of privacy and then develop ways that 
would "allow individuals to determine for themselves how 
and when that presumption should be overridden." Moor 
(1997) has recently put forth a proposal that describes how 
such a process might be carried out. He begins by arguing 
that privacy is best understood when viewed within the pa- 
rameters of certain contexts or what he calls "situations." 
Moor goes on to note that we can then decide, via a rational 
dialog and debate, which situations to declare normatively 
private--i.e., which ("naturally private") situations to grant 
moral, legal, or perhaps some other kind of normative pro- 
tection. One virtue of Moor's privacy theory is that it em- 
ploys a "Publicity Principle" which requires that debates over 
whether a given "situatioff' should be protected as a norma- 
tively private one must be open to all interested parties af- 
fected by that situation. Through a rational discussion and 
debate of relevant issues, the interested parties can decide, 
by way of a referendum, whether a given situation will be 
declared normatively private. And since all of the param- 
eters regarding the disputed situation must be specified in a 
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manner that is open and public, individuals affected by that 
situation can make "informed choices" in determining 
whether that situation should be protected as a normatively 
private one. To see how Moor's theory can be applied to 
privacy issues involving the use of Internet search engines 
and data mining, as well as other Internet activities, see Tavani 
(1997, 1998b, and 199%). 

Admittedly, many of the points raised in the concluding 
section of this study are in need of further development, and 
they require supporting argumentation. To provide that de- 
velopment and support here, unfortunately, would take us 
beyond the intended scope of the present work. My princi- 
pal aim in this essay has been to show how personal privacy 
is currently threatened by certain online activities that are 
either made possible through or exacerbated by the Internet, 
and to consider some policy proposals for addressing those 
privacy concerns. • 
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